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Overview
The purpose of this document is to give you a governance starting point for the Microsoft Power BI service within your organization. You will need to add to and modify this document to fit your organization’s needs. Feel free to use this template in continuing your journey with Microsoft Power BI. 
Author: Daniel Glenn – DanielGlenn.com

[bookmark: _Toc55658236]Roles
Classify groups of people using data to make business decisions. Learn more about Power BI service administrator roles: https://docs.microsoft.com/en-us/power-bi/admin/service-security-sensitivity-label-overview
	Persona
	Description
	Role
	Notes

	Data Scientist
	
	
	

	Generalists
	
	
	

	Leadership 
	
	
	

	Admins
	
	
	



[bookmark: _Toc55658237]Licenses
Note which licenses your organization will use and who will use them. Will you allow self-service sign-up and purchasing? Learn more about self-service: https://docs.microsoft.com/en-us/power-bi/admin/service-admin-disable-self-service
	License
	Based
	Users
	Approvers
	Notes

	Power BI Free
	User-based
	
	
	

	Power BI Pro
	User-based
	
	
	

	Power BI Premium Capacity
	Capacity-based
	
	
	

	Power BI Premium Per User
	User & Capacity based
	
	
	



[bookmark: _Toc55658238]Capacity
Define what types of data should go into each type of capacity, based on storage, refreshing, and dataset size. Also, who decides what is needed?
	Data Type
	Capacity
	Description
	Notes

	Organizational Finance Approved
	Dedicated
	
	

	
	
	
	

	
	
	
	




[bookmark: _Toc55658239]Security
Define authentication, Access, and Data Protection
How do internal and external users authenticate?
How is content access managed? (Azure AD; Microsoft 365 Groups; Security Groups, etc.)
What labels and classifications are needed? Learn more about sensitivity labels in Power BI: https://docs.microsoft.com/en-us/power-bi/admin/service-security-sensitivity-label-overview

[bookmark: _Toc55658240]Sharing
Define how you will share for all of the following items. Will you have a system to have planned external sharing – that is pre-populating external users as guests in your Azure AD, or will you have your users invite them ad hoc? Learn more about using Azure AD B2B for external guests: https://docs.microsoft.com/en-us/power-bi/admin/service-admin-azure-ad-b2b
How do you share ?
If & how to add external users.
Where should sharing happen?
[bookmark: _Toc55658241]Group
	How will you use Microsoft 365 Groups?
[bookmark: _Toc55658242]Specific user
	Will you allow sharing to individual users?
[bookmark: _Toc55658243]Workspaces
	Who can create Workspaces and how many people should be listed as owners?
[bookmark: _Toc55658244]Apps
	Who can publish organizational apps that are known as approved?
[bookmark: _Toc55658245]Embed
	Will users be able to embed Power BI reports on your on-premises sites, including SharePoint?
[bookmark: _Toc55658246]Web
	Who can share reports via the ‘publish to web’ functionality?
[bookmark: _Toc55658247]Teams
	Should you promote sharing in Microsoft Teams? Should users be trained on access/permissions before doing so?

[bookmark: _Toc55658248]Sources
	What data sources are allowed to be used for reports in your organization? Who defines the source of truth? What certification processes will you have?
	Learn more about enabling content certification: https://docs.microsoft.com/en-us/power-bi/admin/service-admin-setup-certification

[bookmark: _Toc55658249]Reporting
	What are your service usage reporting needs? Who needs to see the reports? How will you track adoption, usage, and data compliance?
Who are gets the Power BI Admin role in Microsoft 365 and therefore has access to the Usage Metrics https://app.powerbi.com/admin-portal/usageMetrics?
Who needs access to the Microsoft 365 Unified Audit Log so Power BI activities can be tracked?
Which of the following activities need to be tracked on an ongoing basis?
[image: ]
[image: ]
[image: ]
[image: ]
[image: ]

	Activity
	Frequency
	Responsible Personnel
	Informed Personnel

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	



More info on the service admin auditing in Power BI: https://docs.microsoft.com/en-us/power-bi/admin/service-admin-auditing
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Power Bl activities
Viewed Power Bl dashboard
Deleted Power Bl dashboard
Copied Power Bl dashboard
Viewed Power Bl report
Downloaded Power Bl report
Created Power Bl report
Exported Power Bl artifact to another file format
Restored Power Bl workspace
Created Power Bl dataset

Deleted Power Bl group

Created Power B dashboard
Shared Power Bl dashboard
Viewed Power Bl tile

Deleted Power Bl report
Published Power Bl report to web
Edited Power Bl report

Export Power Bl activity events
Updated Power Bl workspace
Deleted Power Bl dataset

'Added Power Bl group members

Edited Power Bl dashboard
Printed Power Bl dashboard
Exported Power B tile data

Printed Power Bl report page
Exported Power Bl report visual data
Copied Power Bl report

Updated Power Bl workspace access
Viewed Power Bl metadata

Created Power Bl group

Retrieved Power Bl groups
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Retrieved Power Bl dashboards
Retrieved data sources from Power Bl dataflow
Created organizational Power B content pack
Updated Power Bl app

Started Power Bl extended trial

Deleted Power Bl gateway

Changed Power Bl gateway admins
Unpublished Power Bl app

Edited Power Bl dataset

Updated capacity admin

Retrieved data sources from Power Bl dataset
Removed Power Bl group members

Created Power Bl app

Updated organization's Power Bl settings
Analyzed Power Bl dataset

Added data source to Power Bl gateway
Changed Power Bl gateway data source users
Deleted organizational Power Bl content pack
Updated capacity display name

Changed capacity user assignment

Retrieved upstream dataflows from Power Bl dataflow
Retrieved links between datasets and dataflows
Installed Power Bl app

Started Power Bl trial

Created Power Bl gateway

Removed data source from Power Bl gateway

Set scheduled refresh on Power Bl dataset

Renamed Power Bl dashboard

Changed capacity state

Migrated workspace to a capacity
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Removed workspace from a capacity
Generated Power Bl Embed Token

Requested Power Bl dataset refresh

Took over Power Bl dataset

Updated Power Bl dataset parameters

Updated Power Bl dataflow

Exported Power Bl dataflow

Received Power Bl dataflow secret from Key Vault
Updated dataflow storage assignment permissions

Canceled Power Bl dataflow refresh

Retrieved Power Bl workspaces
Discovered Power Bl dataset data sources

Binded Power Bl dataset to gateway

Updated Power Bl gateway data source credentials
Generated Power Bl dataflow SAS token

Deleted Power Bl dataflow

Set scheduled refresh on Power Bl dataflow
Attached datafiow storage account

Set dataflow storage location for workspace

Created Power Bl email subscription

Shared Power Bl report
Updated Power Bl dataset data sources
Changed Power Bl dataset connections
Imported file to Power Bl

Created Power Bl dataflow

Viewed Power Bl dataflow

Requested Power Bl dataflow refresh
Migrated datafiow storage location
Took ownership of Power Bl dataflow

Updated Power Bl email subscription
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Deleted Power Bl email subscription
Updated Power Bl folder

Updated Power Bl folder access

Analyzed Power Bl report

Edited Power Bl dataflow endorsement

Edited Power Bl certification permission

Created workspace for Power Bl template app

Updated testing permissions for Power Bl template app
Promoted Power Bl template app

Created install ticket for installing Power Bl template app

Created Power Bl folder

Added Power Bl folder access

Posted Power Bl comment

Viewed Power Bl usage metrics

Edited Power Bl report endorsement

Took over a Power Bl datasource

Deleted workspace for Power Bl template app
Created Power Bl template app

Installed Power Bl template app

Updated an organizational custom visual

Deleted Power Bl folder
Deleted Power Bl folder access

Deleted Power Bl comment

Edited Power Bl dataset endorsement

Edited Power Bl app endorsement

Updated capacity custom settings

Updated settings for Power Bl template app

Deleted Power Bl template app

Updated parameters for installed Power Bl template app

Created an organizational custom visual
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Deleted an organizational custom visual
Connected to Power Bl dataset from external app
Edited Power Bl dataset from external app
Removed a workspace from a deployment pipeline
Deployed to a pipeline stage

Added external resource

Updated featured tables

Deleted sensitivity label from Power Bl artifact

Custom visual requested Azure AD access token
Created Power Bl dataset from external app
Requested Power Bl dataset refresh from external app
Deleted deployment pipeline

Updated deployment pipeline configuration

Added link to external resource

Applied sensitivity label to Power Bl artifact

Custom visual requested Office Web Apps access token
Deleted Power Bl dataset from external app

Assigned a workspace to a deployment pipeline
Created deployment pipeline

Updated deployment pipeline access

Deleted link to exteral resource

Changed sensitivity label for Power Bl artifact
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